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The summary covers personal information protection
policies in Korea from 2011 to 2014, including the
amendment to the relevant laws and the enhancement of
the Korean personal information protection system.
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Overview of Public Agencies Responsible for
Personal Information Protection and Key Legislation

(List of Public Agencies Responsible for Personal Information Protection)

* Personal Information Protection Commission (PIPC): The PIPC is an independent body
established under the Personal Information Protection Act(PIPA) to protect the privacy rights
of individuals and supervise the information society. The key role of the PIPC is to delib—
erate on and resolve personal information—related policies, coordinate different opinions
among other government agencies on the processing of personal information and to
provide recommendations to, and guidance for the Government, local government agen—
cies and judicial bodies.

http://www.pipc.go.kr/cmt/main/english.do

Ministry Of the Interior (MOI): The MOI is responsible for affairs related to national
administration, government organizations, and e-government. The MOI also actively
supports local governments in terms of local administration, finance, and regional
development for the promotion of greater local autonomy. In terms of personal
information protection, it is responsible for policy development and investigation and the
enforcement of personal information protection legislation.

http://www.moi.go.kr/eng/a01/engMain.do

Financial Services Commission (FSC) : The FSC is the central government body
responsible for financial policy and financial supervision including personal information
protection in the finance sector.

The FSC has a statutory mandate under the Use and Protection of Credit Information Act to
draft and amend financial laws and regulations; supervise, inspect and sanction financial
institutions; issue regulatory licenses and approvals to financial institutions; oversee cap—
ital markets; and supervise foreign exchange transactions conducted by financial institu—
tions. In terms of personal information protection, it is responsible for the investigation
of violations of the Useand Protection of Credit Information Act and enforcement.

http://www.fsc.go.kr/eng/index.jsp




+ Korea Communications Commission (KCC) : The KCC was established under the Act
on the Establishment and Operation of the KCC. The KCC'’s duties under the Act on the Promotion
of Utilization of Information and Communications Network include regulation of broadcasting
and communications services, protection of users of broadcasting and communications
services; inspection and sanction of broadcasting and communications services; and the
establishment and implementation of personal information protection policies related to
broadcasting and communications.

http://eng.kec.go.kr/user/ehpMain.do

Ministry Of Health and Welfare MOHW): The MOHW is a central administrative
agency that handles policies relating to doctors and pharmacists, provides assistance to
the vulnerable including the elderly and people with disabilities, and aims to prevent
epidemic diseases. In terms of personal information protection, it is responsible for policy
development and investigation of data breaches in the health and welfare sector.

http://english.mohw.go.kr/front_eng/index.jsp

Ministry Of Education (MOE): The MOE supervises and amends education-related
policies, and provides assistance and support to schools, life-long education and
academia. In terms of personal information protection, the MOE is responsible for policy
development and the investigation of data breaches in the education sector.

http://english.moe.go.kr/enMain.do

Korea Internet & Security Agency (KISA): KISA is the only internet and information
security promotion organization in Korea that has an aim to improve the global
competitiveness of Korea’s Internet industry. KISA’s role in relation to personal
information protection is to provide support and assistance to the Government and
local government agencies to remedy data breaches and research and provide advice on
personal information security standards.

http://www.kisa.or.kr/eng/main.jsp




(Key Legislation)

* PERSONAL INFORMATION PROTECTION ACT: The purpose of this Act is to
prescribe how personal information is processed in order to protect the rights and
interests of all citizens and further realize the dignity and value of each individual. The
Act aims to protect personal information from unnecessary collection, unauthorized
use or disclosure, and abuse.

*The term “personal information” means information that pertains to a living person,
including the full name, resident registration number, images, etc., by which the
individual in question can be identified including information which, if not by itself,
makes it possible to identify any specific individual if combined with other information.

* ACT ON PROMOTION OF UTILLZATION OF INFORMATION AND COMMUNICATIONS
NETWORK: The purpose of this Act is to promote the utilization of information and
communications networks, secure stable management and operation of the networks,
protect the personal information of people who use information and communications
services, and build an infrastructure for an information society with the aim of
improving the quality of people’s life and contributing to the public welfare.

*The term “information and communications network” means an information and
communications system for collecting, processing, storing, searching, transmitting
or receiving information by means of telecommunications facilities and equipment
or by utilizing computers and applied computer technology along with such
telecommunications facilities and equipment.

+ USE AND PROTECTION OF CREDIT INFORMATION ACT : The purpose of this
Act is to foster a stable credit information industry, promote the efficient utilization
and systematic management of credit information, and protect personal and credit
information from misuse and abuse.

*The term “credit information” means information, as prescribed by Presidential
Decree, that is necessary to determine the credit worthiness of the other party to
financial transactions and other commercial transactions.

*The term “personal credit information” means credit information prescribed by
Presidential Decree, which is necessary to determine the credit rating and credit
transaction capacity, etc. of an individual.




Highlights from 2011 to 2014

== Selection of Personal Information Protection Commission Activities

+ 70 meetings and 105 subcommittee meetings held by Personal Information
Protection Commission

+ 15 policy research projects, including projects on big data, smart phones and
devices and the improvement of personal information protection regulation

* Three Annual Reports presented to the National Assembly
* The 41st Asia Pacific Privacy Authorities Forum hosted in June 2014
+ Participation in the Global Privacy Enforcement Network since 2012

* Three Personal Information Protection Fairs attended by over 12,000 people

== Selection of Activities 2011 to 2014
(PIPC, MOI, FSC, KCC, MOHW, MOE and KISA)

* Enactment of the Personal Information Protection Act(PIPA) and Subordinate
Legislation

« Package Revision of Statutes on the Collection of Unique Identification Information
(210 Presidential Decrees of 25 ministries)

* Revision of the Personal Information Protection Act
— Prohibition on processing of Resident Registration Numbers
- Disciplinary measures for violation of the PIPA
— Restriction on the collection of personal information

+In 2014, 158,900 personal information infringement cases reported to a
reporting center for infringements on personal information

+ Whole—of-Government response to 2014 credit card company data breach,
involving 104 million customers

— Normalization Measures for Personal Information Protection

— My—PIN system introduced as an alternative to resident registration
number (1.65 million people, 4,000 work places of 52 businesses)

* Campaign for Nationwide Personal Information Clean-up involving 3,686
organizations (public: 647, private: 3,039), 520 million items of illegal or
unnecessary personal information deleted, 10,641 organizations trained)

* Proclamation of Campaigns for Nationwide Personal Information Clean-up event held
with 300 representatives from related businesses, NGOs, and public agencies.
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Annual Report
Overview

It has been five years since the Personal Information Protection Act (PIPA) was
enacted and entered into force (September 30, 2011).

Since 2012, the Personal Information Protection Commission (PIPC) has
published an annual report on data protection regarding the establishment
and enforcement of personal information protection policies (Annual Report)?,
The Annual Report is prepared with data received from public agencies and
submitted to the National Assembly before the regular session of the National
Assembly is convened in accordance with Article 67 of the PIPA.

The Annual Report includes the following matters in accordance with Article
67 of the PIPA:

- information about the infringement of the rights of data subjects and remedies;

« findings from investigations into the processing of personal information:

« implementation of personal information protection measures;

- foreign legislation and policy trends in relation to personal information protection; and

- other matters relating personal information protection policies.

The Annual Report is a helpful document for citizens and for data
controllers who are subject to the PIPA to understand governmental policies
and their outcomes and prepare for the future direction of personal information
protection as outlined in the Annual Report. The Government and the National
Assembly can also refer to the Annual Report when establishing the future
policy direction for personal information protection in Korea.

The summary covers key personal information policies and achievements from

2011 to 2014.

1) Legal basis: Article 67 (Annual Reports), Article 8(1)10 (Functions, Etc., of the PIPC) of the Personal Information
Protection Act.
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Twenty—first century society collects and uses a huge amount of information,
increasing the risk of personal information breaches, including those that are the
result of a malicious attack or human, technical or administrative error.

The National Assembly started discussing the enactment of a statue to protect
privacy and personal information in 2004. Following a series of discussions over
seven years, the Personal Information Protection Act (PIPA) was enacted in 2011 and
came into force on and after September 30, 2011, and the Personal Information
Protection Commission (PIPC) was formally established.

The legislative, executive, and judicial branches of the government appoint or elect
members of the PIPC. The President appoints 15 members, including one chairman
and one standing member. Five of the 15 members are elected by the National
Assembly, and five are designated by the Chief Justice of the Supreme Court. The
members have expertise in personal information protection, and knowledge and
experience from various fields, such as academia, the legal profession, and civil
society organizations.

The first PIPC was comprised of nine members, including one standing member, and
it commenced its activities with the appointment of the first Chairman on December
2, 2011 and the designation of five members by the National Assembly on January 2,
2012.

The PIPC is established as a collegial administrative agency under the direct
jurisdiction of the President to deliberate on and resolve matters concerning the
protection of personal information. The PIPC performs these activities independently.

The PIPC deliberates on and resolves the following policies in accordance with the
PIPA:

+ basic plans and implementation plans;
« the improvement of policies, systems, Acts, and enforcement decrees concerning

Personal Information
Protection Commission
activities
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the protection of personal information;

« the coordination of opinions among public institutions with regard to the processing
of personal information;

« the interpretation and application of Acts and enforcement decrees concerning the
protection of personal information;

« the recommendation of corrective measures for infringement of personal
information by public institutions;

« preparation and submission of annual reports on the establishment and
enforcement of personal information protection policy to the National Assembly;

» matters referred to a meeting by the President, the Chairman or at least two
members of the Protection Committee with regard to the protection of personal
information; and

« deliberation and resolution of matters that other relevant Acts and enforcement
decrees or institutions delegate to the PIPC.

1. Meetings of the Personal Information Protection Commission

From 2011 to 2014, the PIPC has held 70 meetings, reviewed 247 personal
information protection policies, and deliberated and resolved 83 policies.

To ensure efficiency of operations, the PIPC operates three subcommittees
comprised of four to five members. For technical expertise, it operated an
Investigation and Analysis Committee comprised of five members who are members
of the PIPC or external experts who have expertise and experience in the protection
of personal information. The subcommittees and the Investigation and Analysis
Committee refer a received matter to the PIPC after a preliminary review, which may
include fact—finding, hearing of opinions, and requests for materials.

The subcommittees, from their establishment in 2011 to 2014, have held 105
meetings, and reviewed and referred 92 matters to the PIPC including the following:

« Improvement Recommendation on the Sharing of Customer Information without
the Customer’s Consent among the Financial Holding Companies and Their
Affiliates;

« Policy Petition on the Issuance of Electronic Student ID Card in Mid/High School; and

« Improvement of Personal Information Items Collected when Preparing the Protocol
on the Interrogation of a Suspect

In addition, the PIPC operates a special subcommittee for preliminary reviews of



Chapter 2.
Personal Information Protection Commission activities

5

special matters. From February to May 2012, the special subcommittee reviewed
whether the integration of Google’s personal information policies violated domestic
laws and recommended that Google amend its policies to “clarify the purpose to
collect personal information and to minimize the collection and use of personal
information.” In December 2014, it reviewed the propriety of processing resident
registration numbers prescribed in 35 statutes such as the Enforcement Decree of the
Telecommunications Business Act and Enforcement Decree of the Clean Air Conservation Act.

From 2011 to 2014, the Investigation and Analysis Committee held 31 meetings to
review the improvement of the Annual Report, profiling and web—tracking systems,
and system improvements to protect personal information in the use of smart phones
and applications.

2. Improvement of policies and the personal information protection system

1) Policy Research

The PIPC has conducted policy research to improve personal information
protection policies and systems since the PIPA first came into force. It has also
investigated and analyzed compliance of data controllers as well as the awareness of
the PIPA and the exercise of rights of the data subject.

A particular focus of the PIPC has been establishing personal information
protection policies that reflect changes in the ICT environment such as big data and
the Internet of Things (loT).

Since being established, the PIPC has also conducted 15 policy research projects
as outlined in the table below and has used the results of these projects for system
improvement. For further information about policy research, please check the PIPC’s
website (www.pipc.go.kr).

Personal Information
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[ Policy research for personal information ]

Policy research on personal information protection

* Investigation of foreign enforcement systems and trends in personal information protection

- Research on the improvement of the Personal Information Protection Act

* Research on legislative response to strengthen personal information protection in ‘big data’
environment

* Research on improvements following the enactment of the Personal Information Protection Act

- Research on smartphones and personal information protection

* Research on the rationalization of regulation for personal information protection

- Research on the substantive guarantee of consent right by data subject

* Research on personal information protection in 2013 and 2014

* Research on special provisions in other legislation related to the Personal Information Protection Act

+ Analysis of the value of personal information and social cost following the infringement of
personal information

* Research on the scope of the ‘personal information’ protected under the Personal Information
Protection Act

* Research on strengthening of accountability for personal information processing

* Research on personal information protection plans following the dissemination of smart devices

* Research on the detailed implementation plan for security measures for personal information
protection

2) Academic Seminar with Society and Related Organizations

The PIPC has held academic seminars with the National Assembly Legislation
Research Service and organizations to identify issues and improve the implementation
of the PIPA.

On June 1, 2012, the PIPC held an Academic Seminar on the PIPA with the
National Assembly Legislation Research Service and the Personal Information
Protection Law Association to conduct in—depth discussions about the legislative
improvement thereof.

On September 13, 2012, the PIPC held the Personal Information Protection Forum
to celebrate the first anniversary of the enactment of the PIPA which was covered in
the media “News 1”. More than 100 people from personal information protection—
related academic fields, industries, and NGOs attended to discuss strategies to ensure
the effectiveness of the PIPA.

On October 25, 2013, the PIPC held a Personal Information Protection Seminar
to celebrate the second anniversary of the enactment of the PIPA with the Ministry
of the Interior. More than 200 people from personal information protection—related
academic fields, industries, and NGOs attended to discuss methods to protect
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personal information following the opening and sharing of public data and the usage
and protection measures for personal visual information.

[ Seminar on Personal Information Protection Act |

3) Personal Information Protection Fair

The PIPC with the Ministry of the Interior held three personal information
protection fairs to raise society—wide awareness of personal information protection.
The event was covered by the media program, “Boannews”.

In 2012, a total of 3,600 people (who were responsible for personal information
protection in the public and private sectors) attended the Personal Information
Protection Fair (June 12 at COEX). The Fair's program included an introduction to
compliance with the PIPA by the data controller.

In 2013, a total of 5,000 people who were responsible for personal information
protection attended the Personal Information Protection Fair (June 19 at COEX).
The fair program included a session called Now I am an Expert in Personal
Information Protection” which featured a discussion of best practice personal
information protection and litigation cases.

In 2014, a total of 4,100 people who were responsible for personal information
protection attended the Personal Information Protection Fair (June 24 at COEX).
The causes of, and solutions for, customer data breaches of three credit card
companies were discussed; and guidelines were proposed for the development of
the personal information protection system that reflected the characteristics of public
institutions and private businesses. The fair provided an opportunity for attendees
to share state—of—the—art protection technologies and improve their awareness of
personal information protection. For example, the PIPC provided attendees with a
guidebook for personal information protection that sets out practical solutions for
personal information protection.
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[ 2014 Personal Information Protection Fair ]

4) Personal Information Protection Commission’s response to customer data
breach by three credit card companies

In January 2014, three credit card companies (KB, NH and Lotte) leaked
the information of 104 million customers. The data breach occurred due to the
negligence of the three credit card companies as they failed to implement effective
internal controls in relation to outsourced staff members.

Following this incident, authorities, such as the Ministry of the Interior, Financial
Services Commission, Korea Communications Commission, and the Ministry
of Justice worked together to remedy the situation. The Government established
a government—wide Taskforce with the vice ministers from 18 authorities, and
appointed the chief of the Office of Government Policy Coordination as the leader
of the Taskforce to prepare fundamental measures to prevent the recurrence of such
data breaches. On July 31, 2014, the Government announced the Normalization
Measures for Personal Information Protection and a standing commissioner of the
PIPC attended as a member of the Taskforce.

The PIPC recommended the Financial Service Commission:

- ensure the right to personal information self-determination of the data subject as

much as possible; and

« introduce a notification system that regularly notifies customers about the disclosure

and use of information in cases where a financial holding company collects and
uses the financial transaction information and the personal credit information of the
customer without his/her consent. The Financial Holding Companies Act was also
revised in May 2014.

As a follow—up measure to the normalization measures, the PIPC organized a
special subcommittee to review the legislation for the processing of the resident
registration number. The PIPC completed? the review of 35 statutes, including the

2) Personal Information Protection Commission, “2015 Annual Report on Personal Information Protection,” p. 82 [Table 2-1-2].
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Official Information Disclosure Act. The special subcommittee is still in the process of
conducting the reviews of other relevant statutes.

In addition, from September to December 2014, the PIPC and the Korea
Communications Commission organized a Campaign for Nationwide Personal
Information Clean-up to search and delete the personal information that was leaked
or exposed both online and offline, or illegally distributed. Authorities, such as
the Ministry of the Interior, the Ministry of Science, ICT and Future Planning, the
Ministry of Justice, as well as NGOs participated in the campaign.

During the campaign, a ‘Proclamation of Campaign for Nationwide
Personal Information Clean—up’ (September 30, 2014) event was held with 300
representatives from related businesses, NGOs, and public agencies. At the event, a
resolution to fulfill the proclamation obligation was signed and read and the ‘Personal
Information Guards’ initiative was launched. A total of 3,686 organizations (647
public and 3,039 private) took part in the campaign, and 520 million items of illegal
or unnecessary personal information were deleted, and 639,267 staff members of
10,641 organizations were trained to raise awareness about personal information
protection,

[ Proclamation of Campaign for Nationwide Personal Information Clean-up ]

3. Deliberation and Resolution

In the period from establishment to 2014, the PIPC reviewed a total of 247 matters
and deliberated on and resolved 83 matters out of the 247 matters.

[Deliberation and resolution of the Personal Information Protection Commission]

Number of matters deliberated and
Classification (Applicable Article) resolved
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Classification (Applicable Article)

Basic plans / Implementation plans
Improvement of policy/system - 6 7 7 20
Coordination of opinions among public
institutions
Interpretation and application of Acts and
enforcement decrees
Use and disclosure of personal information for
any purpose other than an intended purpose
Findings of impact assessment (subparagraph 6)| - - - - -
Presentation of opinions on Acts and
enforcement decrees or municipal ordinances
by the Minister of Security and Public
Administration
Annual Report - 1 1 1 3
At least two members - - - - -
Deliberation and resolution pursuant to other
Acts
Others (operation rules, etc.) 1 6 1 2 10

- 4 6 6 16

Basic plans, implementation plans and annual reports

For example, the PIPC deliberated on and resolved:

+ two basic plans for personal information protection, which include the framework
and, objectives and details of the personal information protection policy in Korea;
and

- four implementation plans, which are detailed action plans to implement the basic
plans.

The PIPC prepared, and submitted to the National Assembly, three Annual
Reports on Personal Information Protection in Korea, which describe present
personal information protection conditions, such as the policy environment of
personal information protection (including domestic and international trends and
changes in legislation), awareness of personal information protection, infringement of
rights and dispute resolution.

Improvements to the personal information protection policy and system

In addition, the PIPC carried out its mission to supervise and coordinate the
policies for personal information protection by deliberating on and resolving
recommendations on the following:

« improving protection of personal information when sharing customer information
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without customer consent among financial holding companies and their affiliates;

« improving the protection of personal information items collected when interrogating
a suspect; and

« the use and disclosure of personal information to encourage a student who is
subject to compulsory education to enroll in school.

The 20 matters relating to the improvement of personal information protection
policies and systems (noted in the Table above), included the PIPC review of Google’s
privacy policy after it integrated the policies for 60 of its services into the one policy.
The PIPC made the following recommendations in relation to Google’s privacy
policy:

« the purpose of collecting personal information shall be specified more clearly, and
personal information required for the purpose and services shall be collected and
used to the minimum extent;

« where personal information is used for other purposes than ‘the purpose at the time
of collecting the information’ or services additional consent shall be obtained; and

« the principle of erasing personal information immediately shall be specified in the
policy where the retention period of personal information shall be expired or a data
subject request for erasure of the information.

Other matters deliberated on and resolved by the PIPC include:

+ legality of notification and report of personal information breaches;

« legality of the collection of resident registration numbers by identification agencies:

« request to the Korea Communications Commission to investigate the legitimate
processing of personal information in smartphones;

+ method to strengthen the right to self-determination following the disclosure of
personal information by a financial holding company; and

« request to the Korea Communications Commission to improve the guidelines for big
data personal information protection.

Interpretation and application of Acts and subordinate statutes
The PIPC deliberated on and resolved 19 matters relating to the interpretation and
application of Acts and enforcement dcerees, including the following:
- food delivery businesses not authorized to retain customer’s personal information
without his/her consent after the completion of delivery;
+ photographic information not to be disclosed unless a law specifically states

Information

Commission

ivities
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otherwise;

« photographic information collected for a bus driver to monitor the bus only to be
used within the scope of Article 18(2) of the PIPA; and

« interpretation of Article 18(2) of the PIPA related to the disclosure of personal
information by a public institution.

The Protection Commission also deliberated on and resolved the following:

+ legality of condition to collect and use a resident registration number in the
Enforcement Rule of Establishment and Supervision of Non-profit Corporation,

- the Framework Act on Science and Technology;

« the Enforcement Decree of the Telecommunications Business Act’

«the Enforcement Decree of the Act on Promotion of Information and
Communications Network Utilization and Information Protection,

- the Enforcement Rule of the Natural Environment Conservation Act’ and

« the Enforcement Rule of Marriage Brokers Business Management Act.

Use and disclosure of personal information for any purpose other than an intended
purpose
The PIPC deliberated on and resolved 16 matters relating to the use and disclosure
of personal information for any purpose other than the intended purpose, including
the following:
« whether a public institution can disclose personal information to other institutions in
accordance with Article 18(2) of the PIPA; and
«in cases where the National Assembly demands that data be submitted in
connection with a parliamentary investigation, the data must be submitted only
when the parliamentary investigation cannot be conducted without it. Even in this
case, the invasion of privacy must be minimized, and there must be no concern that
the interest of a third party would be unjustly violated.

4. International and Regional Cooperation

The PIPC supports and works with data protection authorities across the globe.
The PIPC promotes international cooperation:
« through membership of international and regional information organizations,
consultative groups and networks; and



Chapter 2.
Personal Information Protection Commission activities

13

« by attending relevant international conferences to actively respond to international
issues on personal information protections, such as the right to be forgotten and
cross-border transfer of personal information.

Since becoming a member of the Asia Pacific Privacy Authorities (APPA) in March
2012, the PIPC has attended forums every year to share information about the state
of personal information protection in Korea and to learn about the policies of other
jurisdictions in the Asia Pacific region. The PIPC also hosted the highly successful
41st APPA forum in Seoul in June 2014,

ests!

Welcome, APPA members and gu- .
Welcome to 41st APPA Forum in Seoul!

[The 41° APPA forum ]

At the 41% forum, issues, such as the right to be forgotten, cross—border transfer
of personal information, and data breach notification were discussed by more than
30 people from 16 data protection authorities from 10 countries, including the
United States, Australia and Canada. The PIPC presented information sessions on the
following:

« internet of things (loT) and personal information protection;

« privacy by design in records of judicial proceedings; and

+ public information disclosure and personal information protection.

Following the APPA forum, members completed a satisfaction survey prepared by
the APPA secretariat and reported that they ‘strongly agreed’ that the speakers and
topics at the forum were helpful and appropriate.

The PIPC has attended the annual meetings of the International Conference of
Data Protection and Privacy Commissioners (ICDPPC) since becoming a member at
the 34™ conference in Uruguay in October 2012.

Further, the PIPC has participated in the Global Privacy Enforcement Network
(GPEN) since January 2012. This participation has included information exchanges

=
S
®
E
L
5
©
5
[«
)
a

Protection Commission

activities




with other GPEN member countries via a secure website developed for members in
2009.
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Chapter 3.
Enforcement of the Personal

Information Protection Policy ¢ ®

Main Activities from 2011 to 2013

1. Improvement of Policies and Systems

In 2011, principles and standards for personal information protection for the
public and private sectors were established by enacting the Personal Information
Protection Act (PIPA) and related subordinate legislation.

In 2012, the institutional framework was strengthened by amending laws and
regulations so that the legal system could be stabilized following their enactment and
by establishing the guidelines, which reflected characteristics of certain fields and
industries.

In 2013, a number of laws were amended to prevent the processing of the resident
registration number to prevent data breaches which could cause substantial damage.

In addition, some areas of activity where personal information protection needed
to be improved were addressed by preparing guidelines for personal information
protection in the fields of finance, medical treatment, and welfare which process a
large amount of sensitive information and unique identification information.

1) Enactment of Subordinate Legislation to the Personal Information
Protection Act

As the PIPA took effect on and after September 30, 2011, two Enforcement
Decrees, one Enforcement Rule, two Notifications, and one Guideline were
legislated (see table below) to ensure that the Act could be applied from the date of
enforcement.

Protection Policy

Enforcement of the
Personal Information
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Enforcement of the Personal Information Protection Policy

[ List of subordinate statutes to the Personal Information Protection Act |

Classification List
* Enforcement Decree of the Personal Information Protection Act

Enforcement (Presidential Decree No. 23169 / September 30, 2011)
Decree * Regulation on Personal Information Protection Commission (Presidential

Decree No. 23174 / September 30, 2011)

Enforcement
Rule

* Enforcement Rule of the Personal Information Protection Act (Ordinance
of the Ministry of Public Administration and Security No. 241 /
September 30, 2011)

* Notification on Personal Information Impact Assessment (Notification of the
Minister of Public Administration and Security No. 2011-39 / Sep. 30, 2011)

Notification |« Standards for Personal Information Safety Measure (Notification of the

2011)

Minister of Public Administration and Security No. 2011-43 / September 30,

« Standard Guidelines for Personal Information Protection (Published

Guideline Ruling of the Ministry of Public Administration and Security No. 45 /

September 30, 2011)

2) Improvement of Personal Information Protection-related Statutes by Field

and Industry

As the PIPA was enforced, it became necessary to establish principles and standards
for personal information protection in particular fields and industries to ensure that
those fields were clear as to how the PIPA operates. The Ministry of the Interior
prepared and distributed guidelines and other explanatory material as shown in the
table below with the consultation with related ministries.

[ Enactment and revision of guidelines for personal information protection, manuals, etc. ]

Date of
Legal Basis| Enactment Remarks
(Revision)
Guideline for Personal Information A1r3t1((;1fe January Ministry of Government
Protection in New Media Service the Act 2012 Affairs and Home Affairs
Gu1de']1ne for Installation anfj Artide  March 2012 .
Operation of Image Information Ministry of Government
X . ; . 13 of (December . .
Processing Equipment in public Affairs and Home Affairs
. C the Act 2012)
and private organizations
Guideline for Personal Information Article Ministry of Government
S Affairs and Home Affairs /
Protection in Personnel and Labor 12 of July 2012 L
: Ministry of Employment and
Field the Act
Labor
Guideline for Protection Measure Article Ministry of Government
by Personal Information Processing 29 of  |August 2012 STy .
. ; Affairs and Home Affairs
Type in Small Business the Act
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Date of
Legal Basis| Enactment Remarks
(Revision)
Articl Ministry of Government
Guideline for Personal Information 12 ¢ fe September | Affairs and Home Affairs /
Protection in Medical Institutions N 2012 Ministry of Public Health
the Act
and Welfare
Guideline for Personal Information Article September Ministry of Government
Protection in Educational 12 of p2012 Affairs and Home Affairs /
Institutions the Act Ministry of Education
Instruction on Personal Angtl(c)lfe October Ministry of Government
Information Encryption the Act 2012 Affairs and Home Affairs
Guideline for Prevention of Article February Mini
. inistry of Government
Personal Information Leakage on 13 of 2008 Affairs and Home Affairs
websites the Act | (July 2012) ! !
Instruction on Personal Article Aueust 16 Korea Communications
Information Protection for Safe 13 of U%OIZ ’ Commission
Shopping and Delivery the Act
Manuals for Technical and Notfcarion S
NI of Korea September | Korea Communications
Administrative Measures for o .
. . Communications 2012 Commission
Personal Information Protection o
Commission
Ministry of Government
Consent Form for Personal Affairs and Home Affairs
Information Processing in - March 2012 / Financial Services
Insurance Industry Commission / Financial
Supervisory Service
Guidelines for Personal
Information Protection following _ September _
Opening and Sharing of Public 2013
Information
Guidelines for Personal Article December Financial Services
Information Protection in Financial 12 of eeemae Commission / Financial
2013 . .
Sector the Act Supervisory Service
Guideline for Personal Information Alrztl(c)lfe December with Ministry of Public
Protection in Pharmacies 2013 Health and Welfare
the Act
Guideline [Qr Rerson;{/ Information Article December with Ministry of Public
Protection in Social Welfare 12 of
D 2013 Health and Welfare
Facilities the Act
Guideline for Personal Information Aertlglfe December with Ministry of Public
Protection in Medical Institutions the Act 2013 Health and Welfare

% Guidelines and instructions can be downloaded from privacy.go.kr.

Manuals can be downloaded from kisa.or.kr
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3) Package Revision of the Statutes on the Collection of Unique
Identification Information

Under Articles 23 and 24 of the PIPA, sensitive information and unique
identification information cannot be processed in principle, unless an Act or
subordinate statute permits the processing or a data subject consents.

Accordingly, in January 2012, the Ministry of the Interior conducted a package
revision of 210 Presidential Decrees of 25 ministries, such as:

« tax (including national tax, customs and local taxes);

« military service (including physical examination for conscription and enlistment);

+ legal affairs (including crime victim protection and enforcement of sentence); and

- health care (including quarantine and drug control), in which sensitive information

or unique identification information is necessary for a public institution to perform
statutory tasks.

4) Revision of the Personal Information Protection Act

Even after the PIPA came into force and was enforced, resident registration
numbers were frequently disclosed and misused, and civil and criminal liabilities are
not properly imposed on large companies that caused the breach or misuse. As a
result of this and public concerns, the revision of the PIPA was proposed by members
(10 members, including Hwang, Young—cheol) of the National Assembly to strictly
limit the processing of resident registration numbers and to strengthen the liability of
businesses in case of data breach. The proposal was passed by the National Assembly
and promulgated in August 2013. The content of the revised PIPA are as follows.

* Prohibition on the Processing of Resident Registration Numbers and
Imposition of Penalties for Data Breach
As the risk of unauthorized disclosure of resident registration numbers increased,
a legal basis to prohibit the processing of resident registration numbers in principle
was prepared. Following this, no data controller shall process resident registration
numbers except where:
« any Act or subordinate statute specifically requests or permits the processing of
resident registration numbers;
« where processing is deemed necessary to protect the vital interests of a data subject
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or of a third party where the data subject is physically or legally incapable of giving
his/her consent; or

« in cases prescribed by Ordinance of the Minister of the Interior (Article 24-2(1) of

the Act).

A fine for negligence not exceeding KRW 30 million may be imposed for a violation
of this law.

Even in cases where a data controller processes resident registration numbers
legally, he/she shall provide methods for enabling a data subject to join online
membership without using their resident registration numbers at the stage of
registering membership through a website (Article 24-2(2) of the PIPA). A fine for
negligence not exceeding KRW 30 million may be imposed for violation of this law.

If any resident registration numbers managed by a data controller are lost, stolen,
disclosed, forged or damaged because the data controller has not taken measures
necessary for securing that information, a penalty surcharge not exceeding KRW 500
million may be imposed (Article 34—2(1) of the PIPA).

*Recommendations for Disciplinary Measures for a Violation of the
Personal Information Protection Act
If the Ministry of the Interior finds reasonable grounds to believe that there exists
a violation of any Act or subordinate statute related to the protection of personal
information, he/she may advise the relevant data controller to take disciplinary
actions against persons responsible including the representative and responsible
executives (Article 65(2) of the PIPA).

= Restriction on the Collection of Personal Information

The revised PIPA specifies that where a data controller collects personal
information with the consent of a data subject, he/she shall collect it after making
a specific notification of the fact that the data subject may choose not to consent to
the collection of personal information other than the minimum information required
(Article 16(2) of the PIPA). A resident registration number that has already been
obtained must be destroyed by August 6, 2016.

5) Revision of the Act on Promotion of Information and Communications
Network Utilization and Information Protection, etc.

Protection Policy

Enforcement of the
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The revised Act on Promotion of Information and Communications Network
Utilization and Information Protection, Etc. passed the National Assembly and came
into force from August 2012. The Act prohibits information and communications
service providers from collecting and using a resident registration number on the
internet.

However, a provider of information and communications services may collect and
use internet user resident registration numbers, where:

- the provider is designated as the identification service agency;

« collection/use of the internet user resident registration numbers is authorized by Acts

and enforcement decrees; or

« where the Korea Communications Commission publicly approves the provider

of information and communications services to collect/use internet user resident
registration numbers for his/her business purposes. Even where the collection/use of
internet user resident registration numbers is authorized, an identification method
without using the internet user resident registration numbers (hereinafter referred to
as alternative method) shall be provided. Also, the resident registration numbers that
were obtained prior to the commencement of the amendment shall be destroyed
within two years from the day when the Act came into force.

The Korea Communications Commission revised the Notification and
Enforcement Decree of the Act on Promotion of Information and Communications
Network Utilization and Information Protection in August 2012, and prescribed:

+ blocking access to external internet networks;
+ methods and procedures for notification and reporting of data breaches; and
- the object and method of natification of use of personal information.

In November 2012, the Korea Communications Commission simplified
documents that a location information provider shall submit for its license and
prepared an evaluation method with detailed evaluation standards for licensing of a
location information provider by revising the Enforcement Decree of the Act on the
Protection, Use, etc. of location information,

6) Revision of the Electronic Financial Transactions Act

The Financial Service Commission revised the Enforcement Decree of the
Electronic Financial Transactions Act in May 2012 to prescribe the qualifications
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of the Chief Information Security Officer (CISO). The CISO ensures the security
of electronic financial transactions and promotes measures for user protection. In
addition, the revised Electronic Financial Transactions Act which came into force on
and after May 22, 2013 provided for the following:

« establishment and submission of plans for an information and technology field;

« a duty to analyze and assess weakness of electronic financial infrastructure;

« prohibition and punishment of infringement;

« direct inspection on subsidiary electronic financial business operator;

« strengthening of restriction on a finance institution; and

« strengthening of responsibility of finance institutions against hacking.

In 2012, the Enforcement Decree of the Registration of Bonds and Debentures
Act, Enforcement Decree of the Act on the Structural Improvement of the Financial
Industry, Enforcement Decree of the Financial Investment Services and Capital
Markets Act, and the Enforcement Decree of the Act on Reporting and Using
Specified Financial Transaction Information were enacted to allow:

- the processing of resident registration numbers for some duties within the
jurisdiction of the Financial Service Commission; and
« other processing of resident registration numbers without a statutory basis

In addition, following the Korea~EU Free Trade Agreement (FTA) (effective on
and after July 1, 2011), a Taskforce on the permission of offshore outsourcing of
information processing and cross—border transfer of data was established to discuss
detailed plans for implementation and plans for protection and supervision of
personal information.

2. Enhancement of Personal Information Protection Systems

1) Early Warning System of Personal Information Exposure

It is likely that personal information wrongfully disclosed on the internet will be
widely disseminated, illegally traded online and offline, or be used for illegal spam, or
fraud. Therefore, personal information that has been wrongfully disclosed online is
identified and removed to prevent additional damage.

The Ministry of the Interior monitored 304 websites in 2006, and has monitored
45,000 public agencies websites and Google using a monitoring system. Since 2010,
the Ministry of the Interior has urged the relevant agency to immediately delete
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the exposed personal information and requested the relevant agency to implement
a measure to prevent reoccurrence of the exposure, for example, by correcting a
website design error.

The exposure rate” has dramatically decreased from 10.1% in 2007 to 0.03% in
2013. ¥ The types of monitoring targets were expanded to four types of information:
resident registration number, passport number, driver’s license number, and foreign
registration numbers. The number of websites to be monitored increased from 6,961

in 2007 and to 2,620,714 in 2013.

2) Personal Information Impact Assessment System

When the PIPA was enacted in 2011, a public institution became obliged to
conduct a personal information impact assessment. A personal information impact
assessment is an assessment to analyze risk factors and improve protection where
there is a risk that the personal information of the data subject may be infringed
(Article 35 of Enforcement Decree of the Personal Information Protection Act and
Article 2 of the Notification of Personal Information Impact Assessment).

A personal information impact assessment is relevant for new systems that use
personal information or existing systems that are substantially changed. A personal
information impact assessment establishes and implements an improvement plan
to protect personal information by examining and predicting how new systems or
changes to existing systems will affect privacy.

The personal information impact assessment system was introduced in 2005 as a
pilot assessment for mobile carriers. In July 2005, a pilot assessment was conducted
to target distributors and retailers of mobile carriers.

In October 2005, a personal information impact assessment was conducted
to target five identification agencies in relation to alternative measures to resident
registration number processing. For example, the personal information impact
assessment was conducted for a mobile RFID pilot project and provided an
opportunity to prevent the infringement of personal information that might occur in
a new field of technology.

3) Exposure rate = the number of exposed websites / the number of monitored websites.

4) Personal Information Protection Commission, “2012 Annual Report on Personal Information Protection,” p. 99 [Table
3-3-4].
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In the public sector, the Personal Information Impact Assessment System has
been applied as a pilot project since 2007. In May 2007, the Seoul Metropolitan
Government promoted the Impact Assessment of RFID Self Car—free day and in
October 2007, the Ministry of Foreign Affairs promoted the impact assessment of
‘E-passports” and of ‘National Education Information System (NEIS)’.

From 2008 to 2010, a total of 31 personal information impact assessments were
conducted for information projects. The Guide for Personal Information Impact
Assessment of Public Agency was prepared and distributed to each agency in 2010
so that public agencies could conduct impact assessments.

In 2011, four training programs were developed for public sector agencies, private
businesses and consulting firms, and a total of 203 people were trained.

In 2012, 39 personal information impact assessments were conducted and six
training sessions on personal information impact assessments were provided for 322
individuals in charge of impact assessment.

Further, the revised Notification of the Personal Information Impact Assessment
provided for continuous specialized training on impact assessment for personnel in
impact assessment authorities.

Since the ISO meeting in Stockholm in